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GM Identity was commissioned to simplify and
secure access across Greater Manchester. With the
help of Shaping Cloud GM Identity is now an
innovative product for the region, with limitless
potential. It has been a pleasure to work with S
haping Cloud during the product development, they
have handled the engagement with such enthusiasm
from start to ﬁnish. Shaping Cloud continue to
provide us with their advice, identity knowledge and
technical expertise with the continuous development
of GM Identity. They are a great partner to both the
GMHSCP and the GMCA team.
Chief Technology Oﬃcer
Greater Manchester Health and Social Care Partnership

SC: Identity and Access Management
SIMPLIFYING THE COMPLEX AND CONECTING THE DOTS
We are partners, not providers” or “We are cloud agnostic consultants, ensuring
bespoke and unique solutions for you”

What is Identity and Access Management?
Iden�ty and Access Management, commonly referred to as IAM, is a modern iden�ty security
feature which ensures the right en��es (people or things) are authen�cated and authorised to
gain access to the right resources (data and applica�ons) from any device, when they need
without interference.
When you think of Iden�ty and Access Management (IAM) think:
• Authen�ca�on, and
• Authorisa�on
Removing the requirement for diﬀerent user creden�als and
passwords, an IAM solu�on assigns individual en��es a single
digital iden�ty – ac�ng as the central key to access resources, connec�ng both on-premises and
cloud applica�ons.
IAM also allows en��es to be monitored and managed throughout
their lifecycle by the organisa�on and IT administrators, permi�ng
easy user-management, access monitoring, recer�ﬁca�ons
(con�nually audi�ng your users permissions – making sure they
have access to what they need only), least privilege and JML processes.
Due to technological advancements and digital transforma�on(s),
IAM is no longer solely focused on employees, contractors, or b
usiness partners alike. Secure access and iden��es must now be
assigned to AI technologies, APIs and IoT devices.

Why do you need IAM?
With the accelera�on of cloud adop�on, remote working, tech evolu�on and the frequency of
cyber security breaches, organisa�ons are realising the value that an iden�ty and access management solu�on can provide. In fact, modern IAM should be considered a cri�cal component
for organisa�onal security.
But why? IAM is an ever-changing discipline and organisa�ons need to stay up to date with
protocols and prac�ses, to ensure organisa�onal security on all levels and from all angles.
Organisa�ons must have ﬁrm control over employee access to mi�gate any possible data
breaches, leaks, or serious security incidents. Incorrect alloca�on of an iden�ty to an applica�on,
obscure role deﬁni�ons or inaccurate classiﬁca�ons can result in employees having to too much
or too li�le access, causing disrup�on to users’ produc�vity and consequently hal�ng business
opera�ons.
Ul�mately, the implementa�on of an IAM solu�on contributes not only towards the organisa�on's protec�on from compromised creden�als but can also contribute towards improved business produc�vity, seamless func�oning of digital systems, increased eﬃciency, lowered costs,
and improved informa�on governance.

Key Features of IAM

Management of users:
creation,
modiﬁcation, restriction,
and deletion

SSO: Improved
productivity

Authentication:
enforcement of
policies and
improved security

Provision of
ursers: deﬁnition
of access level and
automatic access
removal

IAM can help organisations with the following:
• Review exis�ng directory and remedia�on plan/roadmap
• Solve directory issues
• Adopt cloud iden�ty and access management
• If you’re not sure how to incorporate, avoiding complexity and duplica�on
• Provide seamless working across applica�ons and/or with partners
• Desire to use Na�onal Iden�ty Providers (eID) for access to data and/or apps
• Need to integrate Iden�ty Providers that is seamless for users
• Consistent access management control across organisa�ons and
applica�ons that is easy to manage
• Visibility compliance with respect to access management and/or account
management across apps and organisa�on
• Seamless iden�ty across cloud applica�ons and/or cloud providers

The Importance of IAM
Ignoring the need for modern IAM can result in a mul�tude of organisa�onal security issues,
high costs and reduced business func�oning.
Implemen�ng an eﬀec�ve iden�ty governance solu�on and a robust IAM resolu�on, can signiﬁcantly improve these risks through the enforcement of:
•
•
•
•
•

Mandatory password resets
Micro-cer�ﬁca�ons
Least privilege access policies
Mul�-factor authen�ca�on
Condi�onal Access

And much more – keeping your employees, partners, and the organisa�on as a collec�ve safe.

Security
Password Fatigue and Security/Data/PI Breaches
Each year billions of users’ creden�als are exposed – notably usernames, email addresses and
passwords – which can have a detrimental eﬀect on your organisa�on: breaching data protec�on legisla�ons, exposing ﬁnancial details, and more.
Individual applica�ons require their own iden�ty login creden�als. For users, this can be �resome and frustra�ng as they waste �me a�emp�ng to remember, reset and manage their
various login creden�als. The result: using obvious and recycled passwords across all or mul�ple systems AKA “password fa�gue”. The danger: one of the applica�ons used is breached,
hackers then try and use creden�als across other networks and apps, becoming both an iden�ty and security breach for the organisa�on.
The solu�on: SSO, mul�-factor or biometric authen�ca�on. Through single sign-on (SSO),
mul�-factor and biometric authen�ca�on these issues can be resolved and alleviated.
Passwords – even the more complex – are nothing but a minor obstacle for cyber criminals.
They alone, are no longer enough and can no longer compete with today’s requirements. With
MFA and biometric solu�ons that IAM brings, users can authen�cate their iden�ty providing
mul�ple authen�ca�on factors:
1. Something they know: password, NI number, security ques�on(s) etc.
2. Something they have: Mobile phone SMS messages and tokens.
3. Something you are: face, ﬁngerprint, and voice recogni�on.
Authen�ca�ng users through biometrics in addi�on to private and personal data, informa�on
or knowledge provides substan�al security. Authen�ca�on can also change depending on
how someone is accessing applica�ons. For example, if a user is a�emp�ng to log in through a
new device or IP address, you can enforce stronger security processes.

Costs
Reduce service costs
Password resets: Password resets may appear to be a trivial ma�er with li�le to no costs to
the business – this, however, is not true.

UP TO

50%

of IT desk calls request
performing a password
reset.

Studies by Gartner suggests that 20-50% of IT desk calls
request performing a password reset, whilst Forrestor
Research reports that a single password reset cos�ng more
than £50. With these sta�s�cs combined, it is clearly a
costly inconvenience.
Through the adop�on of IAM, these costs can be signiﬁcantly reduced – speciﬁcally through the implementa�on of SSO,
MFA or the more modern “future of passwords” - password-less authen�ca�on.

On-boarding and oﬀ-boarding: The process of both on-boarding and oﬀ-boarding can be costly
for organisa�ons with poor IAM.
Typically, an on-boarding process consists of:
1. HR sending �cket(s) to IT, reques�ng to add new employee member(s)
2. IT member manually inputs user into the system
3. IT will also manually add user(s) to several security groups – based around access level
4. IT add user(s) to various applica�ons on-premises and cloud-based
5. Electronic devices i.e., laptop, computer, mobile phone(s), need to be provisioned and
set-up for employee(s)
6. Electronic devices need to be shipped for remote workers and then talk them
through the set-up
With o�oarding, IT administrators must manually remove each user’s access to individual
applica�ons, ensure data is secure and wipe devices clean. With remote workers, this also
means ensuring that electronical devices are received in a �mely manner to then carry out
these processes.
With modern, automated onboarding and o�oarding, the �me spent conduc�ng both
onboarding and o�oarding can be dras�cally shortened – from days to mere hours. This is
achieved through relevant IT policies and provision(s) of permissions. Permissions will be coded
based on their role and posi�on within the business – changing
automa�cally as they move through the organisa�on or when they leave.
Through the reduc�on of �me spent on lifecycle management, applica�on provisioning and
crea�ng custom proﬁles, your IT team will spend less �me focusing on administra�ve work
resul�ng in your IAM pla�orm helping your organisa�on save �me and money collec�vely.

Productivity
The purpose of digital integra�on is to help your organisa�on eliminate tedious tasks, improve
security, and promote produc�vity.
New employees need to be on-boarded as quickly as possible – the faster they are se�led in,
the faster they can start work and be produc�ve – this will mean money spent is an investment.
Typically, organisa�ons use a mul�tude of applica�ons. Normally this requires the new starter
to gain access to each individual app which can become frustra�ng, �me-consuming, and
ul�mately halt the user from carrying out their job and being produc�ve.
When users can’t log in or are unable to access their account
due to slow on-boarding process or forgo�en passwords,
valuable �me is lost – this is something that eﬀects all employees.
Using a single password (SSO) solu�on enables users to use just
one set of creden�als and gain access to a mul�tude of applica�ons
and resources. This allows for a seamless experience, with
incredibly easy access.
With a low fric�on process which IAM provides, employee
produc�vity is improved.

Why do organisations struggle with IAM?
At Shaping Cloud, we understand the complexi�es that is IAM. More speciﬁcally, it is and can
be diﬃcult to get your organisa�ons on board and convince leadership, employees, and customers to understand the importance and beneﬁts of implemen�ng a IAM solu�on.
IAM can be hard to explain:
Firewalls – everyone knows and understands the purpose
they serve, however it’s crucial to understand that they
do not fully protect you. A�ackers are now more tech-savvy
than ever and can easily inﬁltrate systems using stolen or
weak creden�als.
The key to solving this crisis: Iden�ty and access
governance through IAM systems. Your organisa�on should
view Iden�ty and Access Management(IAM) as a modern
security asset. Promo�ng eﬀec�ve management and
security eﬀorts through authorisa�ons, monitoring, and
adjus�ng access.
IAM can be hard to budget:
Determining a precise budget for an IAM solu�on can
be diﬃcult. More importantly, it can be signiﬁcantly
challenging to calculate the return of investment (ROI)
of an iden�ty governance solu�on. This is because
each IAM solu�on is completely bespoke to an
organisa�on, based on their size, values, requirements,
needs, current state and more.
From an investment point of view, we understand that
this can create hesitancy. However, it’s important to
consider the current cyber-security risks and costs that
may follow.
IAM can be hard to implement:
Making dras�c, modern, and necessary security changes without exper�se and a robust strategy can disrupt the ease of use of your applica�ons – especially for users who may be a li�le
less tech-savvy, or even busy.
A good IAM solu�on should never interrupt ease of use. Solu�ons need to be both user and
use case appropriate – so, even if there are complex log in processes mul�-factor authen�ca�on (MFA) must work for user and be appropriate.
Seek IAM solu�ons which are fric�onless. This will then create seamless interac�on with your
applica�ons and product(s), promo�ng not only their digital and cyber safety but the
organisa�ons too.

How can Shaping Cloud help you with IAM?
Shaping Cloud provides bespoke IAM solu�ons, allowing your organisa�on to access applica�ons, data, and other informa�on seamlessly and securely on any device from any loca�on.
This further permits your organisa�on to remain both produc�ve and on-trend with technological advancements – mee�ng both the businesses and all individuals involved, requirements
and needs.
Working with you, we take the �me to fully understand your systems, data and applica�ons,
current backup and reten�on policies, as well as your business needs, requirements and more.
This ‘Discovery phase’ allows us to determine the design and conﬁgura�on of your new IAM
solu�on.
Shaping Cloud will then work transparently with the organisa�on, as you begin to convert your
current state to the new IAM solu�on. To ensure quality assurance, on-going support, assistance and advice is provided and tes�ng is carried out to assure that all migra�ons, conﬁgura�ons or crea�on of solu�ons with deployments are smooth-running with minimal disrup�on
and impact.

Why are we diﬀerent?
Designing, implemen�ng, and changing Iden�ty and Access Management (IAM) solu�ons
has always been an important part of our work.
At Shaping Cloud, we con�nuously work to expand our knowledge and experience to be�er
‘understand and develop solu�ons for industry leading prac�se.

Beneﬁts of collaborating with Shaping Cloud
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Integra�on and implementa�on of Na�onal Iden�ty Providers (eID)
Seamless orchestra�on of all IAM services and technologies, cloud and tradi�onal
Business change exper�se – suppor�ng IAM change and implementa�on, including
process changes, communica�on, and project management
Assurance of IAM design and implementa�on
Support gaining compliance required for na�onal services
Enablement of seamless produc�vity across organisa�on and teams
Reduced risks of unauthorised access to PII and sensi�ve data
Ensured consistency of access control across all data owned, even when sharing with others
Enablement of consistent access for residents and pa�ents to their data – also including consent
Assure enterprise-class IAM scope, full lifecycle, service reliability and hos�ng
Compliant privacy, security policies, risk management, standards, and frameworks
Employees are all BPSS, and can be SC DV clearance
Role mapping, authen�ca�ons and authorisa�ons across applica�ons and domains
Single sign-on (SSO), MFA/2FA, password-less, least privilege and serverless op�ons
Seamless user ﬂows and improved customer experience

Shaping Cloud are your partner, not provider.

Next Steps
Get in touch with a
consultant today!
T: 0161 408 5333
E: Hello@shapingcloud.com
W: www.shapingcloud.consulting

